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Sample Network Connection Policy

This policy describes the requirements and constraints for attaching a computer to the # MIF code [00E0] repeat [00]
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<<coim<companyh name> work. All computers installed on the # MIF code [00E0] repeat [00]
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 network fall under the authority and responsibility of the Data Processing Installation Computer Security Officer (DPI‑CSO) and as such they must meet the minimum security requirements <company name> regulations and policies. The security requirements and practices at <COMPANY NAME> are outlined in Chapter 13 of the # MIF code [00E0] repeat [00]
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<COMPANY NAME> System Administration Guide# MIF code [00E0] repeat [00]
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 (available on‑line at <some random url># MIF code [00E0] repeat [00]
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The intent of this policy is to ensure that all systems installed on the <COMPANY NAME> network are maintained at appropriate levels of security while at the same time not impeding the ability of <COMPANY NAME> users and support staff to perform their work.

As of December 1992, the <COMPANY NAME> DPI‑CSO is () and the <COMPANY NAME> CSA is () Questions or concerns regarding <COMPANY NAME> security can be sent to the mail alias “security@company.com.”

1. System Types

# MIF code [01C9] repeat [00]

1.1. Secured Systems

A Secured system is fully supported by the <COMPANY NAME> support staff,who ensure it meets all of the <COMPANY NAME> security requirements outlined in Chapter 13, Security, in the # MIF code [00E0] repeat [00]
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<COMPANY NAME> System Administration Guide# MIF code [00E0] repeat [00]
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 and any requirements outlined in this policy. 

# MIF code [01C9] repeat [00]

1.2. Unsecured Systems

An unsecured system is not supported by the <COMPANY NAME>  support staff. An unsecured system is installed on a separated subnet and is part of a specific subdomain of the # MIF code [00E0] repeat [00]
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domain. The subnet is created by the use of a router and TCL box for each unsecured system location or by the use of a separate network and router in each of the equipment rooms.

The primary user of the system, or someone they designate, is responsible for the integrity of the system, and will ensure the system meets the minimum security requirements. Unsecured systems are treated as untrusted hosts by the secured systems and are viewed, as much as possible, like any other system on the Internet. Unsecured systems are not provided all of the services that are provided to  secured systems. Services that will be provided are: lpr printer support and network table updates. The services that will not be provided are client partition support (e.g. /pub/sparc or /pub/iris4d_irix4) and the ability to remote mount, via NFS, partitions secured systems.

The approval for an unsecured classification is made by the DPI‑CSO. When requesting a classification of “unsecured”, the primary user of the proposed unsecured system may need to provide additional funds for the hardware needed to install the system on the unsecured subnet and must agree on what security features, if any, will be installed on the proposed unsecured system. The DPI‑CSO is responsible for approving that the agreed security measures are adequate and the primary user is responsible for ensuring that the agreed security measures are put in place and are operational. Any security incident occurring on a secured or unsecured system on the <COMPANY NAME> network can adversely effect the security of other <COMPANY NAME> systems or impact the reputation of the <COMPANY NAME> facility, and as such, will be resolved under the direction of the <COMPANY NAME> DPI‑CSO and the <COMPANY NAME> CSA.

2. seq level1 \h \r0 Minimum Network Hook‑up Requirements for Secured Systems 

The requirements listed below are the minimum requirements which must be satisfied before a new host can be installed on the # MIF code [00E0] repeat [00]
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company.com# MIF code [00E0] repeat [00]
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 network as a <COMPANY NAME>‑secured system.

# MIF code [01C9] repeat [00]

2.1. Designation of Support Group or Responsible Person 

             Each computer attached to the # MIF code [00E0] repeat [00]
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<Company Name>.nasa.gov# MIF code [00E0] repeat [00]
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 network must have an assigned group or individual who provides full support for the system and is responsible for ensuring the requirements of this policy are met. In addition, the responsible person or group ensures that the security of the system is maintained by installing needed security patches and security checking programs. The person or group who is responsible for support must have full (# MIF code [00E0] repeat [00]
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 access to the system. If the <COMPANY NAME>‑secured system is not to be supported by the support staff, then the <COMPANY NAME> security staff must be notified and full access to the system (including # MIF code [00E0] repeat [00]
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 access) is provided to the <COMPANY NAME> Computer Security Analyst (CSA).  Since a security incident on a <COMPANY NAME>‑secured system may have an impact on other <COMPANY NAME>‑secured systems, the responsible person or group must be reachable 24 hrs/day, 7 days/week in the event of a major security incident. 

# MIF code [01C9] repeat [00]

2.2. Notification of New System Installation

The appropriate personnel must be notified each time a new host is added to the # MIF code [00E0] repeat [00]
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network. The group of appropriate personnel includes the DPI‑CSO, the CSA, the <COMPANY NAME> Network support group, and in most cases, the <COMPANY NAME> WKS support group. Prior to installation on the network, a valid IP address number must be assigned by the Network Operations Group. An IP address number can be obtained by sending email or leaving voice mail for the Network Operations Group. As part of the IP address request, the requestor must specify the new host as <COMPANY NAME>‑secured or unsecured. If the system is designated as “unsecured”, the Network Operations Group must first verify the request with the DPI‑CSO prior to assigning a network IP address. The support status of the systems (e.g. “<COMPANY NAME>‑secured” or “unsecured”) must be included when the notification is posted to the # MIF code [00E0] repeat [00]
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 newsgroup, by the Network Operations Group. In addition to posting a notice to the # MIF code [00E0] repeat [00]
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 newsgroup, the Network Operations Group will be responsible for sending an email message, containing the same information as the news posting, to the # MIF code [00E0] repeat [00]
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 mail alias. All other appropriate <COMPANY NAME> support personnel (e.g., WKS group, HSP group, etc) will be responsible for reading the # MIF code [00E0] repeat [00]
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 news group on a regular basis (e.g., daily or several times a week).

# MIF code [01C9] repeat [00]


2.3. Required Account(s)

Each <COMPANY NAME>‑secured computer attached to the # MIF code [00E0] repeat [00]
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 network must have a # MIF code [00E0] repeat [00]
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s and # MIF code [00E0] repeat [00]
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netops # MIF code [00E0] repeat [00]
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system account to allow members of the support team access to the system in the event of a problem or to perform routine system functions.

# MIF code [01C9] repeat [00]


2.4. Root Access

Passwords to special privileged accounts for all computers attached to the # MIF code [00E0] repeat [00]
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network must be documented in a secure location. The # MIF code [00E0] repeat [00]
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root # MIF code [00E0] repeat [00]
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and other special access passwords for  secured systems are assigned by the <COMPANY NAME> CSA and are stored in the <COMPANY NAME> password database. All password changes for the # MIF code [00E0] repeat [00]
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 and other support accounts must be reported to the <COMPANY NAME> CSA within two working days. Periodic system access checks will be made to ensure conformance. All accounts on the system must have a password.

# MIF code [01C9] repeat [00]


2.5. Standard <COMPANY NAME> UIDS

All accounts installed on systems on the # MIF code [00E0] repeat [00]
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 network must be assigned a valid UID which is unique to that account and user. Valid <COMPANY NAME> UIDs can be obtained from the accounts staff within User Services and can be reached via email at “# MIF code [00E0] repeat [00]
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”.

# MIF code [01C9] repeat [00]


2.6. Standard <COMPANY NAME> Network Parameters 

All hosts in the # MIF code [00E0] repeat [00]
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 domain must obtain a valid network number from the Network Operations group. <COMPANY NAME> uses a subnetted class B address, netmask 255.255.255.0. The configured broadcast address for all <COMPANY NAME> hosts uses all ones for the host portion (e.g. 129.99.23.255). No host on the network should emit dynamic routing information (RIP, OSPF, etc.) except specially configured gateway devices. Proxy ARP is currently not supported.

3. seq level1 \h \r0 Minimum Network Hook‑up Requirements for Unsecured Systems
The requirements listed below are the minimum requirements which must be satisfied before a new host can be installed on the unsecured subdomain of the# MIF code [00E0] repeat [00]
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 company.com# MIF code [00E0] repeat [00]
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 network as a unsecured system.

# MIF code [01C9] repeat [00]


3.1. Designation of Support Group or Responsible Person 

Each computer installed on the unsecured subdomain of the# MIF code [00E0] repeat [00]
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 company.com# MIF code [00E0] repeat [00]
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 network must have an assigned group or individual who provides full administrative support for the system and is responsible for ensuring the requirements of this policy are met. In addition, the responsible person or group ensures that the security of the system is maintained to meet minimum NASA, AMES and DPI security policies (See reference in introduction of this policy).  If the responsible person is not reachable in the event of a major security problem, then the system will be powered down until approval to return to service is given by the DPI‑CSO.

# MIF code [01C9] repeat [00]


3.2. Notification of New System Installation

The appropriate personnel must be notified each time a new host is added to the # MIF code [00E0] repeat [00]
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company.com # MIF code [00E0] repeat [00]
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network. The group of appropriate personnel includes the <COMPANY NAME> DPI‑CSO, the <COMPANY NAME> CSA, the <COMPANY NAME> Network support group, and in most cases, the <COMPANY NAME> WKS support group. Prior to installation on the network, a valid IP address number must be assigned by the Network Operations Group. An IP address number can be obtained by sending email or leaving voice mail for the Network Operations Group. As part of the IP address request, the requestor must specify the new host as <COMPANY NAME>‑secured or unsecured. If the system is designated as “unsecured”, the Network Operations Group must first verify the request with the DPI‑CSO prior to assigning a network IP address. The support status of the systems (e.g. “<COMPANY NAME>‑secured” or “unsecured”) must be included when the notification is posted to the nas.nets newsgroup, by the Network Support Group. In addition to posting a notice to the ops newsgroup, the Network Operations Group will be responsible for sending an email message, containing the same information as the news posting, to the # MIF code [00E0] repeat [00]
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 mail alias. All other appropriate <COMPANY NAME> support personnel (e.g., WKS group, HSP group, etc.) will be responsible for reading the # MIF code [00E0] repeat [00]
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 news group on a regular basis (e.g., daily or several times a week).

# MIF code [01C9] repeat [00]


3.3. Root Access

The passwords for all special/privileged accounts on unsecured systems will be provided to the <COMPANY NAME> CSA. All password changes for the # MIF code [00E0] repeat [00]
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 and other special accounts must be reported to the <COMPANY NAME> CSA. Periodic system access checks will be made to ensure conformance (e.g, the <COMPANY NAME> CSA will attempt to log into the # MIF code [00E0] repeat [00]
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account using the password which was given.) All accounts on the system must have a password.

# MIF code [01C9] repeat [00]


3.4. Standard <COMPANY NAME> Network
 Parameters 

All hosts in the # MIF code [00E0] repeat [00]
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 domain must obtain a valid network number from the Network Operations group. The <COMPANY NAME> uses a subnetted class B address, netmask 255.255.255.0. The configured broadcast address for all <COMPANY NAME> hosts uses all ones for the host portion (e.g. 129.99.23.255). No host on the network should emit dynamic routing information (RIP, OSPF, etc.) except specially configured gateway devices. Proxy ARP is currently not supported.

# MIF code [01C9] repeat [00]


3.5. Verification of Unsecured Systems

All unsecured systems must undergo a minimum security verification process prior to connection to the unsecured subnet of the # MIF code [00E0] repeat [00]
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 network. The <COMPANY NAME> Security Checklist, discussed in Chapter 13 of the # MIF code [00E0] repeat [00]
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<COMPANY NAME> System Administration Guide# MIF code [00E0] repeat [00]
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, will be used as a baseline for security. In addition, the <COMPANY NAME> CSA, or someone designated by the <COMPANY NAME> CSA, will be responsible for verifying that conditions outlined in this policy have been met, as well as any additional conditions specified by the <COMPANY NAME> DPI‑CSO. Initial verification by the <COMPANY NAME> CSA will be made in a reasonable time frame. Re‑verification can be done at any time by the <COMPANY NAME> CSA or someone they designate. Re‑verification will be done periodically.

# MIF code [01C9] repeat [00]


3.6. Recommended Requirements

In addition to the above listed requirements, it is recommended that users/owners of unsecured systems follow the <COMPANY NAME> standard for assignment of UIDs/GIDs and that they run the available security utilities used on <COMPANY NAME>‑secured systems. The <COMPANY NAME> security utilities are discussed in Chapter 13 of the # MIF code [00E0] repeat [00]
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Approved by:

# MIF code [0155] repeat [00]

# MIF code [0155] repeat [00]

Concurrence:
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